iPAYServlet technical Specification

iIPAYServlet’s input/output parameters for e-commerce protocol:

IPAYServlet’s input parameters can be given using HTTP(s) POST requests in Xx-www
urlencoded format (parameterl=valuel&parameter2=value2 etc).

Note: parameter character encoding must be 1SO-8859-1 in version 1,2

To get authorization form for
E-transacti on:

Val ue(s)

action

gaf

CGet authorization form User
will be provided with
transaction authorization
form

ver

I nteger 3

The protocol version (use 002
or 004)

String up to 10

Merchant/user id in system
nmust be present with al
operations. Length max 10

ecuno

Nurmber integer 12

Mer chant el ectronic order
system uni que transaction id
for e-conmerce transaction
Length max 12

eanount

Nurmber integer 12

Transaction anount provi ded
by merchant in minor currency
units without decinmals.
Length nax 12

cur

String 3

Transaction currency nane
(USD, EUR EEK etc)

datetine

YYYYMVDDHHMTS S

The transaction date and tine
(ti nestanp)

mac

Hex String

the nessage nmac signature

| ang

et,en

Optional. Specifies the
i nterface | anguage et —
estoni an, en - english

char Encodi ng

String up to ..16
UTF-8, |1S0O 8859-1

Applicabl e for version 004
The character encodi ng used
to encode paraneters

f eedBackUr | URL, String up to ..128 The URL to send (POCST) the
paynent confirmation at
nmer chant shop. Applicable for
versi on 004
delivery String 1 Del i very method. Applicable
for version 004
Val ues
S — Electronic delivery
T — Physical delivery
Calculation of MAC

version=2: RSA with SHA-1 (SHAlw t hRSA)

MAC=RSA( pri key, SHAl(ver +i d+ecuno+eanount +cur +dat eti ne))

version=4: RSA with SHA-1 ( SHAlwi t hRSA)
MAC=RSA( pri key, SHA1(ver +i d+ecuno+eanount +cur +dat et i ne+f eedBackUr | +del i very))




NB! The length parameters used in signature must be padded up to their maximum length
before generating or verifying the signature. Numbers must be padded from left with "0"-s and
Strings must be padded from right with space " " (char(32)). After user payment E-shop
receives following request with payment confirmation.

E- comrer ce feedback Val ue('s)
par aneters:

action afb E- conmer ce aut horization

f eedback message from

i PAYServl et to nmerchant/user
system

ver I nteger 3 The protocol version (use 002
or 004)

id String up to 10 Mer chant /user id

ecuno Nurber integer 12 the same uni que transaction
nunber that was generated by
nmer chant system

recei pt_no Nurmber 6 or “000000” The recei pt nunber assigned
with transaction by

i PAYServl et server if

tranacti on was successful and
“000000” if tranaction was
unsuccessf ul

eanount I nteger 12 Tranacti on anount approved in
mnor units without decinals

cur String 3 Transaction currency nane

Respcode I nteger 3 Tranaction action code (000
is OK)

datetine YYYYMVDDHHMS S The transaction date and tine
(tinmestanp)

nsgdat a String 40 Addi tional tranaction data
(cardhol ders nane etc)

Act i ont ext String 40 Respcode description text

nmac Hex String message signature (MAC)

char Encodi ng String up to ..16 Applicabl e for version 004.
UTF-8, | SO 8859-1 The character encodi ng used
to encode paraneters. Server
will reply in same encodi ng
as request received if

recei ved encodi ng was
support ed.

aut o String 1 Optional. Applicable all
versions. |ndicating whether
the feedback was posted by
user or server

Y-server
N- user




Calculation of MAC for feedback

version=2: RSA with SHA-1 (SHAl1w t hRSA)
MAC=RSA( prikey, SHA1(ver +i d+ecuno+r ecei pt _no+eanount +cur +r espcode+dat et i me+nsgdat a+
actiontext))

version=4: RSA with SHA-1 (SHA1w t hRSA)
MAC=RSA( prikey, SHA1(ver +i d+ecuno+r ecei pt _no+eanount +cur +r espcode+dat et i me+nsgdat a+
actiontext))



