
nonce = 9999
request_id = 6789
origin = http://slave.com/path

Cookie: session=3456

origin = http://slave.com/path
request_id = 6789
Cookie: session=1234 (optional)

slave.commaster.com

FLOW 1: User visits new slave site (sets up linked session with master.com)

Browser

Any page

/sso/associate

Create / load
master session

Update/
store 

master.com
cookie

302

GET

302

/sso/claimGETSet-Cookie: session=1234
Location: ...

GET

Create new
linked session for 

site.com

Domain

Nonce

Session ID

master.com - 1234 Check for linked 
session using 

nonce

Set-Cookie: session=5678
Location: ...Update 

slave.com 
cookie

302

Any page

Global ID

-
slave.com 9999 - 1234

GET

Assign session ID 
and wipe nonce

UID

10
10

Create local 
session with 
request id

Domain Request IDSession ID Global ID

slave.com 67893456 -

UID

0

slave.com -

-

34560
Nonce

-
Request ID

6789
-
-

Fetch local 
session and verify 

request id

slave.com - 5678 123410 -
slave.com -34560 - 6789 Delete local 

session

Set-Cookie: session=3456
Location: ...

Store 
slave.com 

cookie

master.com - 1234 -10 -



Set-Cookie: session=1234
Location: ...

origin = http://slave.com/path
username = ...
password = ...

FLOW 2: User logs in to site (destroys all linked sessions)

Any page

Fill out log-in
form

/user/login

Create / load
global session

Update/
store 

master.com
cookie

200

POST

302

GET

GET

Delete associated 
sessions

Domain UID Session ID
master.com 10 1234

Global ID
-

slave.com 0 5678 1234

Log-in user
(verify credentials)

slave.commaster.com Browser

Any page

...
Apply Flow 1

Domain UID Session ID
master.com 0 1234

Global ID
-

slave.com 0 5678 1234

Cookie: session=5678

Load linked 
session

Cookie: session=5678

Linked session
no longer exists


